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This narual e€stablishes bQClrlty requirenents, standarcs, ard | .
specifications fcr the frctecticn ¢f wcrd andy/cr data ;xccecsxng

(ADE) systems' (hereinafter referred tc as autcrated infcrraticn

‘rocess1iny systens) 4nd infcrmaticn stcrec in Cr prccessed ty
f:::::::}intcrmctjur systems lccatecé ir cverseas Staticns or Bases 25X1
(hereipatter referred tc as “cverseas lccaticrifs)". .

II Applicalkility

@
Y

The security reguirerents, stardards, ard specificaticrs
e¢stablished horein apply tc all avtcmeted infcrmaticn piccessing
systems used at cverscas lccaticns. Tlhis ircludes systerms which
interface with teleccimtnicaticrs services, as well as
stand-alcue, 1ntertactave, ard netwcrked systers. These
rejuirements dc nct replacc cr sujpersede existing mirimer security
reguicenents estatlished by ctherx directives, tut rathker estallisth
a base o1 additicnal security r@:u1reneh S

}iI pesponsibtilities e Al
A. Fesponsitlie_iieadcuerters Ccrpcrert

The dead¢uasters Ccempcnent heving prinary respcrsikility
1cr the jicoposced e1te ¢f an avtcrated irnfcecrrmaticrn ~
ficcessing s3stenr 1n an cverseas locetién skall:

1. beguest of the (hief, Irnfcrmation Systens Security
Group (IsSsG), Cffice ¢f Secvrity, the nececssary
ire-installaticn 'security survey cf the prcpcsed
cverseas locaticn. ‘ a

2. 1n cccrdinaticn with the Chief of Staticn cr Ea*c,
apprcve the desigraticr cf a staticnsbase assigned:
iudividual to act as tle ALE fysten Sfecurity Cfficer
ftor the progosed autornated JrfCtmctJCn Frccessirng
systen and related ecuijpnert.

3. In cocrdinaticn with the Cltief c¢f Staticn cr Fase, the
assigned Infcrmaticr Systen Security Cfficer (ISSC),
and cther tHeddguvarters ccrpconents es reqguired, develcyg
an AL Syster IICta]JathrT::::}tailcxed tc the ILLEGIB
celectad Staticn or fase cnvircnmert. (Sce Faragragh
C. Ielcw)

b—
[}
Vs
7
e
-4
F“)

4. subwit the develcep [ Syster Irstallaticr Flan tc

: the (lier, iIs¢G, Ciffice cf Secvrity, fcr firnal
dagpLcval. The transsittal cccurent will include a
ceptificaticn ttat the recvirements, stardards, and
speciriicaticns reccomended bty the fre-installation
cectrity survey tean, end esteklisted hereir, are tc

SECRES
- Ll -
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te inplemented for the Steticr or Ease.

5. In cocrdinaticn with the cécsicnateé Infcrmaticn

. ) . i
Systers Security Cfficer (I££(C), develcp Staticn or:
Ease Emcrgency Flan dccurentation fcr the evacuation
andyor destruction ¢f date &nc€ prccranm stcrace gedia,

and systen equijnert.

Cverscas Lccation

s ——— — —~ — ——— a4 — o — —

Ly - . . @
The Chief cf each Staticn cr Fase prcpcsing $C tse an
avttnated i1nformaticn frccessing systen shall:

1. Frovide area, space, and eny special reccmnerndaticns

to the apprcpriete Feacdcrarters cenperert fer
inclusicn in the AIF Systen Installsticn Fler.

2. In cccrdinaticn with the leedcuarters ccmfcrert,

cesicratec a staticrybase assicned individusl tc act as
the ALP Systen Security Ctficer. dke desigraticn of

aun alternate PLI System Security Cfficer is ‘

reccunended. ‘

3. Lirect the MCE Systew. Security Cfficer tc estaklich
end inglerent, Jir cccirdiraticr witl the designated

Infcrraticn Systems Security Cfiicer (IssC),.a fcrral
ADEF CSystenm Security Frccren tc enstre ccrpliance witth
the reyuireaerts estaklisted tereir fecr the lccation's

autcmated infcrmaticn prccessing systen.

P~ A 0 I g . P S - - e A e -

Cftice of Security

The Cliet, 15SG, (as the{::::::::]ISEC) is resgcrsible tc

determine, fcrmulate, interpret, and cissemiraste.
policies, and cuicde tlte inplemertaticn c¢f the security

requirements, standards, and specificsticns withbir
[:fi::::]and its fecilities tc ersure ccrpliance with
arplicable Excecutive Crders erd ILirectives releatirg toc
infciwaticn systens, ir acccidance with LCIC 1y1€.

The Chief, 1SSG, slall apycirt ar Irnfcrraticn Systems
Security Otficer ({1SSC) fcr eachk cverseas lccaticn
desiguated tc uvse an auvutcrmated infcrneticn trccessing
system. The ISSO siall:

1. Serve as the security fccal pcint fcr each assigned
auvtcmatcd ipfcrnaticn prccessing systen.

2. review thé ALE cstem Instsllsticy Flan fcr eact

Cu

-1
8s351grLeC cverseas Jccaticr tc ensuie that all
rogurresents, sta

St
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The ovelceas

1.

to the prcpcesed 'installaticn ere inplewerted. This
includes chbtairirg writter certificaticn frcm the
respensible tieadquarters ccenpcrnent cf the satisfactc;y
compliance with these reguirerments. o

Sutwit ic¢r apprcval ty the C(kief, 185G, the B[P Syster
Installation Flen e=tat11=ked fcr each assigned
cverseas lccaticn.

Cbtain aprrcvel frcer the Chief, I1SS¢, fcr tle ALP
Systen Security Prccran tcr each assigned cverseas
lccation. This prcgram shell incluée the cfrplcte

‘spectrum cf sectrity ccrticls and cafequards fer each

syster in oach Jdccaticn. The PLP System Security
[rogram shall bLe fprepared it} apprcpriate input fren
cther headquarters ccnpcrerts havirg srecific areas cf
interest. These include kvt sre nct liriteé tc the
respensible Headguarters ccupcnent, the Cverseas
Security Sugpcrt Erench (Cffice ot Security), the
Comnunicaticns Securitly Tivisicn {Cffice cf
Commuracaticre), arcé the Teckrical Security Livision
(CLfice ¢t Security). »

<«

Foeview and reccemend

égrrcval cf fpre-installaticn
security suhvc,~ cf ‘each ecsicned cverseas cutcnated
intcroaticen prccessirg sited

Lovrdinate rejcrts received cercerring each:éééigned
Cverseas Jeccaticn's sutcpeted infcrnaticr piccessing
syster with the Cverseas Sccerity Svpport Eranch
(Office cf fecurity), the Ccrrmunicaticns Security
Civisicn (Crfice cf {crpuricetions), the Teckrical
Security Civisicr (Cifice cf Security), tke .
responsilble Heaccuerters ccnpcrent, and the
aprrorriatce Aree Feedcuerters [Office of o
Comruricaticne). S IR

Feview the ADE Systen Secuxity-Prcgfén'iupiemented fer’

cach assigrned cverseas lccaticn fcr centinued
cermfpliance wath the recuircuments, standards, and
speciticaticns esteklistec Lercin. :

Schedule an anruval security survey and aucit cf each
assigned cversees euvtcrated iricrmnaticn fprccessing
<

[¥]

Security Sujipcrt Eranch stall:

rate¢ pclicies relatirg tc

iateriret, enld dissenmi
fhysical socurity rmetters &s they fpertain tc
.SF'”‘-"}: .
bl
- ( -
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autcmated 1nfcrrnaticn prccessing systegs 1n cverseas
Jccaticns.

(o

2. Concduct peciodic (pmirinun crce every 2 years) o .
- thysical security surveys cf &ll éutcnated 25X1

infcrnaticn prccessinyg systeme in cverscas lccaticnsa

3. Coordinate all rhysical security rercrts received
concerning cverseas avtcmated infcrmaticn fpiccessing
locations with the Infcrmeticn Systems Security Grcug
(0ffice cf Security), the Ccnnnnlcct1cn< Security
Livisicn (Di11ice ¢f Ccnruricaticns), the Technical
Sccvrity Tivisicn (Cffice ¢t Security), anc tkhe
respensible Headyuarters ccapchent.

4. Farticiyats 1p pre—installeticn security surveys cf
Fropcsed cverscees avtcnated irfcrmaticn prccessing
cystern locaticns.

e

1. JULG[LLtt and cissenirate pclicies relating tc

compunicaticnse security nmatters as they rertasin tc -
autonated irtcrmaticr prccessing systerns 25X1

located in cverseas lccaticns, includincg tlcge systens

used icr teleccaruricaticrs services. Additicrally,

| Jw1ll retein rrimary respensibility fcr the 25X1

cecurity cf any eutcnated inicrreticr 25X1

Frocessing systemns Jccateé vitkin _facilities 25X1

cverseas.

2. Conduct TENIEST testing fcc enzntz systers  25X1
lnctd];e in cverseas lOCEtICI-..u

3. Cocrdinate rejorts received¢ CCRCEILir¢ Ccverseas
"autcmeted 1nicrnaticr prccessing system ccramunicatichs
security ratters with the Irfcrmaticn Systens Security
Group «Cffice ¢if Security), thte Overseas Security

ugpert Lrancl fcffice c¢f tecirity), the Technical
SCCLth) Fivisicn (Cffice ci Security) and tte
respcnsibie Headguarters ccapcnent.

v
L ]
i
irs

in

ca_licecguarters, Cfiice_cf Ccunnuniceticns

ihe Area ilcaaqguarters =shall:
1. Cenduct ccmnpunicaticns security irspecticre and CONSEC
audits, excludirg 1EXEEST testing, cf all | | 25X1

autcmated 1nicruaticn prccessing systens installed in
cvalseas locaticns.

St Ci\t]-
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2. Farticipate in jre-installaticn secirity strveys of
Frcpcsed cverseas autcrmateC informeticn frccessing
systens.

The Techrical Sfecuvrity Civisicrn stall:

1. Conduct an Audic Ccunterrmeasures (2CPF) irnspecticn of
all avtormated infcroaticn prccessirg systg® lccaticrns,
*and all user termiral pcsiticrs rencte ficn the
autcnated i1nfcrraticn frccessing syster central
ELCCESSCE.

Z. lostall an apprcved alarn system ir the ALI Facility
and all areas remcte frcm tke ALIP Yscility dr wtich
user terwinals are pcsiticred. {"MLE Facility" is
defiped 1in Sfection 1V A). ‘

3. Conduct Ecriodic 2udic Ccurterneasties (ACH)
feinsrections: '

r's

a.

b.

o —— — — it it o —— e - -

1. ADP_Facility Iccaticn

All central prccesscrs aré ecuipnert units directl
asscciated therewith shall te located witlir
centrclled space withir tle cversees lccaticrn, in ar
intericr rocr, wher fpcssitle, and cr a flccr which
Frecludes access frem the cutside {(tereirafter
referred to as the VALY Yacility").

All vser terminals stculd te lccated within the ALE
Facility. heccgrizing, hcvever, that Staticr ¢r Base
cperaticnal recuiremnerts c¢i physicel restricticns cay
preclude the installaticr ¢f all user terrinals within
the ALE Faciiity, the fclicwing recuircrnernts are
establasted as pirinun tcr the lccaticn cf user
terrirals in positicns rercte frou the ALE Tacility:

SEGRET

m!
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All user terminals shall le located witlir

ccentrclled spacea

A11 uset terwinals shall te located in alarm
prctected areas and, wlen possille, ir rccas
reeting the criteria fcr a "secure area'". {Sece
Section IV E-Techknical Security and Secticn IV
C-Cormunications Security).

3. ADE_Facility Ccrstivcticr (riteric

.a‘

-

Existirng Puildirgs

An ALE Facilify which is tc te lccated ir ar
exicting buildirc shall ke ccnstructed tc mect the
€Xisting criteria fcr & 'Ysecure erea'.

dew Euildings

ALF Yacilities wkich are Flannec¢ fcr irnstallaticr

in new fuildirce |

‘ | s%all be lccetec in & S€CUL€ ZLca withir
the ccrtrclled perticr cf- the tkuilding.
The selected lcceticn stall previde fcer the raximum
security of the fplanned eutcmatec infcrnaticr
frccessing ecvipneit as well as the asscciated data
and trcygras stcraye mecia, and ctall ncet tthe
existing criteria fcy desicraticr as a “Secure
Area". Additicrally, AL®F tacilities which are
Flanned to ccntain cryptccraphkic kardware. cr
materials slall -adlkere tc
‘ \Stanéarés fcr censtructicn and
Fe approved ty tihe Cffice cf Ccnmuricaticns.

———— s m ah e ——— e e = - _—— e - — — — —

Staeticu ¢cr rPase

Agrroved 24 Fcur a day [::::::}gtard rrctecticn is
recuired at each lccaticn in whick ar AIF Facility
Jg installec. Headcrvarters will rcrrally nct
approve installaticn of er ALP tecility dr cverseas
lccaticns lackirc thke zu tcur apprcved | | guard
tecavse ci the iratility tec prcvide satisfactcry
alarpm respcunse.

ALE lacility

tnly|  |steff erpicyees wlc pcssess an
estaklisbeo reec-tc-krew, as determined ry the
Chief c¢f Staticn cr Eace, stall te allcwed access

LKL
- S -
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Stcraye Bieas

Cnly[::::::::]staff enplcyess wic pcssess

estaklistecd reeé~tc-kncw stall ke allcwed access tc

the ag;rcv=d stcrage area in whichk data and prcgranm -
stcrage media are nmairtained.
o
Lata_gand_Prcqrag_gStcreae lecis
a. -1dentificaticrylakelince

1) temcurntalle dste arnc fprcgran stcrage nedia
{cagnetic tates, disk ypacks, flcgpy disks, and
cassettus) shell tear en externel lalel tc
clearly irdicate the bicnest security
ciassificeticr andscr ccupartrernts cf the
intccwmaticn stcied ¢r the media.

2) Uard cecks skell te narked sc as tc clearly
indicate the lighest security classification
anlycr ccerpartnerts c¢f the irfcrmaticr stcred ¢rn
the deck. 3 :

3) rFrcgram 1jstjrgs'aré all hardccpy cutput,
including pregren listirxrgs ard harcccgy cutrut
cn wicrcfcrn, shkall e labeled sc as tc clearly
indicate the tighest security classificeticn
andscr ccopartperts c¢f the irfcrmaticr listed cr
printed. : - ‘

4) Any vunched peper tares used skall ke lateled ,
and merkec¢ sc as tc clearly irdicate the highest
security classificaticn and/cr ccntartoerts cf
the infcrnaticr 1e€ccrced.

L. $Stcrage -

A1) dewcuntalle cate arc¢ prcgran <tcra3c media,

when nct being vsed, shell te pleced in ar ag;rcvcd

(lass % security ccrtairer. These security

ccrtainsrs mney te lccated withir the ALP Facility

cr the sStaticny tase veult cr secure eree rrcvided
the Staticnyfase vavlt ¢r secute alrea neets the
stendards e¢3tatlishked fcr an ALE Facility.

¢. Cpen s5nelf Stcorage

to the ALE Facility. If cryrtocrérhic ecuipmernt cr

gaterial is irstallcé ir the ALE Facility,

apfrcpriate Cryrtccraghkic clearances are :egu1ced.
See Secticn 1V Faragréepbk C4k).

faciiztaes yplannirg tc vse ALP  systens [cssessing

SZQhLl

T
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1.

WY AV

tixed stcecrage media cr dnternel memcry urits whick
ere ncn-vclatile, stall crly be approved when the
ccnstruction of the ALE Fecility nects tle
reguirements fcr cpen stelf stcrace cf tilc naterlal
"tc ke stcred, aré e fcrwal vaiver is grarted. See
Secticn IV, EFarecrepl I[1. :

d. Transgortaticn

The ghysical moverent cf a2ll deccuntakle dats and

. frecgranm stcrege necia cuvtside the apprcved secure
area, ot between the overseas lccaticn's tuildincs,
shell e accerplisted ir ecccrcéence witl existing
tegquirements fcr tle ncvement cf classified
dccuments cf an egual clescificeticn. Tle
prescriked ard ayprcvec lccginc and perscral
accountatility fprccedvies s<kall ke used.

€. Loc¢ying and Ferscral Acccurtability -

1) A lcgcinc ard perscral SLCCLrtatilit) 3
shali he estellishkeé end mairtained, ar
te tasecd en jprcceduvres agprcved by the
designated‘lnfuxnatzcn Systen Cecuzlty Oiflcer.

2){::::::::]°taff emglc‘snk shell tc ce=1c"atcd ard

iderntifialble cr ar access list tc receipt .for
all classified data ardé preccrarm ctcrage redia.

iy
haacd

Tle lcgcirg ard perscral acccun dlillty systen

shall include lcgs fcr the remcval aré return cf
o all demcurtalle date anC prcgran stcrage media
-from and to tlte aprrcved stcrccc @L€&..
4) The uccess lists &nc the lcccirng and.;ezscnal

acccuntakility =syster slall te pericéically

reviewed ty the desicrated Irfcrmaticr Systems
Security Cfficer tc determire tlheir éccurécy ard
CULLEECY. ‘ '

A Audic Ccunteimeasvies ([PCM) inspecticn will fe
conducted 1n the prcpcsed ALF Facility ard in all
areas remcte (rem the ALE Facility ir which user
terrinals are tc ke ycsiticred, pricr tc tle
cperatacnal inglenertaticr ¢f any atvtcrated
inccrneticn prccessing.

[JoX

I
=
1L
te
|2
:'-.
I,

1=
Vi,
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[l VU I O

The ALP Facility ard all areas remcte frco the RALE
Facility an which vser termirels ere to ke pcsiticred
shall Le eguijpped witk ar Cffice cf Security argroved
alarn systew. Ii tke ALE Facility, cr any tser
terriral area, is partiticre¢ intc ceparate areas ty
wall to ceilinc parels, €ack sutbdivided area shall
have an i1ndependent alarm er¢,/Cr SENSCT.

. ]
. - L4 - .
a. Au alarm activation must le respcncded tc witlin &
pirutes recardless cf tle time cf day.

. Tkhe guarc¢ skall iuﬁediatély sunncr the
responsikle cfficer.

c. The respcnsikle[::::::::}cfiicez stkall irsgpect the

~glermed arca fcr evicerce cf a peretraticn or
attempted entry. _

d. If evidence <¢f£ a penetreticn or ettempted eptry is
¢isccvered, the respcrsitle| | cfficer shall:

1) Securc the affected area. If the ALF Facility cr
area in wliclt a remcte vser terwiral is lccated
cannct Le secured efter an elsrn activaticn,
the areo shall te ccceyied By af Jstaff
ewgloyee tntil the a2larn systern is restcred to
service. - - C
(NCTE: If evicence cf & peretraticr cr

attempted entiy is cdisccvered, withcut an alarn

activaticr, rcrral Staticnysfacse rhy61ca1 ’

security rrocedures shell te o .

inplencrted.) ' e -

2) Fepcrt the ircidert, via an JUMEFLIATE caktle

: slugged‘ tc tke arpprcpriate
regional security grcup, witl an INEC ccpy tc
Headquarters. Areas rct under the jurisdiction
of a4 rejicnal security groufp shall repcrt tke
incident tc Heacdcrvarters. :

{(NOTE: If cryptccrajptic ecuipnent is lccated in
the arffected aerea, tle ceckle stkall te slucged

\ | and the apprcpriate
CC Area Feadcuarters added as an 1MC ccpy
recipient.) The cable slell irclude:

a) Tiwne cf alern activation
) Area of alern activaticon
Qo

- 1z -
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¢} dyye cf alarn {vclermetric cr deccecr ccntact)

d) Ccnditicr at tke time c¢f alarm activation,
ie. '

(1) wag there a pcwer failure irn tle area?
¢

{2) ©1d alarr functicn prcperly wher checked
fcllowing the &ctivaticn?

i3) Any othker infcroetior whkich will assist
Feadguerters cr the Clief, Fadlicnal
Security Crcug, tc determine wletler the
inicrmaticr piccessirg equipnert affected
can ke placec¢ tack ir cperaticr, ard
whern.

Maintair the affecteé area arc¢ equirnernt in a
fully sectre stetus vntil @ resgcnse is
received. :

tu)
M e

4) fcllowirg the respcrse, arcrarge fer the ccnduct
cf a full audic ccurterreasvies and TEFEEST -
inspecticn pricr tc pléecing tte arca erc
€guiprert rack irtc service. - :

53
i

4. Frocedurcs - Alera Failure

A ————— — — - ot~ — o — - — - - p—— -~ —

In the event cf an slarm fallxlc tfc ze°[c1 itle
| cfficer skell: : '

a. Feroit the incident viag & EEIOEJTY calle <1ugged
\ |tc thte apprcgriste regicnal security
grcug, with an INFC ccpy tc Heedcuarters. The caktle
shell anclude: : o -

1) Tire alarn failvre cdisccvered
2) hrea ci alarm failure
J) uUype ©f alarm !vcluretric cr céccr ccrntact)

4) As much irfcrraticn atcut tle alarn failure as
pessalle tc asscsist tle 1egicral security greug
atid or Lecedguarters tc cdiagrcse the feilure
groilen. If repair arstiucticrns carnnct ke
provided Ly <elle, ¢ quelifiec security cfficer
w1ll te sert tc the Staticn cr Ease either frerm
the agprcfpriate regicral grcvp cr Feecdcvarters.

E. Cblain apprcjriaete increésed guerc COVELEGe until
the alarn 15 acair cperaticral.
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